
Understanding HIPAA 
Compliance Requirements
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This presentation is educational and 
not a solicitation for services
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My Background

• 27 years in Federal Law Enforcement

• 18 years at HHS, former Assistant Inspector General for 
Investigations.

• 35 years of combined experience in risk assessments, 
site security evaluation, regulatory compliance, policy 
and procedures assessments, and management.

• President & Founder, Colington Consulting

• Philosophy: Apply a reasonable, scalable, and common 
sense approach to HIPAA compliance. 
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“The Best Offense is a Good Defense”
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Your Philosophy 



In a Recent Survey…..
Only 13% of law firms said they complied 
with HIPAA guidelines despite working in 
a HIPAA-related field, such as elder law, 

healthcare, insurance, medical 
malpractice, and others*

* Source: Calyptix Security 
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Instructor:  “No, it is not a female 
hippopotamus, does any one else know?”
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Health Information 
Security Workshop 



What is HIPAA?
• Health Insurance Portability and 

Accountability Act of 1996

• HIPAA is the federal statutory basis for 
the establishment of national 
standards for the privacy and security 
of protected health information (PHI)

• Why it was created
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• Prior to the implementation of HIPAA, the privacy of 
medical information in Virginia was governed only 
by the Virginia Patient Health Records Privacy Act.

• HIPAA expressly supersedes any contrary provision 
of Virginia law unless Virginia law is more stringent 
(more protective of patient privacy rights than 
HIPAA.)
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What is HITECH?
• Health Information Technology for Economic 

and Clinical Health Act

• Promotes the adoption and meaningful use 
of health information technology.

• Addresses the privacy and security concerns 
associated with the electronic transmission 
of health information.
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HIPAA Omnibus Rule
• Expands patient rights by allowing them to 

ask for a copy of their electronic medical 
record in electronic form.

• When patients pay out of pocket in full, they 
can instruct their provider to refrain from 
sharing information about their treatment 
with their health plan.

• Prohibits the sale of an individuals' health 
information without their permission.
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RISK MITIGATION 

• It is steps taken to control or 
prevent a hazard from causing harm 
and to reduce risk to a tolerable or 
acceptable level.

• HIPAA is about mitigating the risk 
of a potential breach of protected 
health information.  
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What is Protected Health
Information (PHI)?

Individually identifiable health information that 
is: 

– transmitted by electronic media; 

–maintained in any electronic medium; 

–or transmitted or maintained in any other 
form or medium.

– sent or stored in any form (written, verbal or 
electronic)

13



The 18 Identifiers of Protected Health 
Information (PHI)

Under the HIPAA Privacy Rule "identifiers" include the following:

1. Names
2. Geographic subdivisions smaller than a state (except the first three digits 

of a zip code if the geographic unit formed by combining all zip codes with 
the same three initial digits contains more than 20,000 people and the 
initial three digits of a zip code for all such geographic units containing 
20,000 or fewer people is changed to 000).

3. All elements of dates (except year) for dates directly related to an 
individual, including birth date, admission date, discharge date, and date 
of death and all ages over 89 and all elements of dates (including year) 
indicative of such age (except that such ages and elements may be 
aggregated into a single category of age 90 or older)
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The 18 Identifiers of Protected Health 
Information (PHI)

Under the HIPAA Privacy Rule "identifiers" include the 
following:

4. Telephone numbers

5. Fax numbers

6. Electronic mail addresses

7. Social security number

8. Medical record number

9. Health plan beneficiary numbers

10. Account numbers

15



The 18 Identifiers of Protected Health 
Information (PHI)

Under the HIPAA Privacy Rule "identifiers" include the following:

11. Certificate/license numbers

12. Vehicle identifiers and serial numbers, 
including license plate numbers

13. Device identifiers and serial numbers

14. Web Universal Resource Locators (URLs)

15. Internet Protocol (IP) address numbers

16



The 18 Identifiers of Protected Health 
Information (PHI)

Under the HIPAA Privacy Rule "identifiers" include the following:

16. Biometric identifiers, including finger and 
voice prints

17. Full face photographic images and any 
comparable images

18. Any other unique identifying number, 
characteristic, or code (excluding a random 
identifier code for the subject that is not 
related to or derived from any existing 
identifier)
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What is Electronic Protected Health 
Information (ePHI)?

Refers to any protected health 
information (PHI) that is covered 
under HIPAA regulations and is 
produced, saved, transferred or 
received in an electronic form.
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What is the HIPAA Privacy Rule?

• The HIPAA Privacy Rule creates national 
standards to protect individuals’ 
medical records and other protected 
health information (PHI), especially in light 
of electronic healthcare transactions.

• Creates safeguards that must be used to 
protect PHI.

• Sets limits on the use and release of 
health records.
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Minimum Necessary Requirement
• Protected health information should not be used or 

disclosed when it is not necessary to satisfy a particular 
purpose or carry out a function.

• You may access, use and disclose only the minimum 
PHI necessary to do your job.

• You should not talk to another workforce member about 
PHI unless the other workforce member is authorized to 
access PHI and needs the information in order to do 
his/her job.

• These rules regarding access to and use of PHI also 
apply to Business Associates. 
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PHI & Can I?
• EMAIL

• TEXT

• FAX

• COPY
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Authorized and Permitted Disclosures 
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Permitted Disclosures of PHI
A healthcare provider is permitted, but not required, to use and 
disclose protected health information, without an individual’s 
authorization, for the following purposes or situations:

• To the individual (unless required for access or accounting of 
disclosures)

• Treatment, payment, and health care operations

• Opportunity to agree or object

• Incident to an otherwise permitted use and disclosure

• Public interest and benefit activities for national priority purposes

• Limited data set for the purposes of research, public health or 
health care operations

• Public Health Emergencies 
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Permitted Disclosure
Even when the patient is not present or it is impracticable 
because of emergency circumstances or the patient’s 
incapacity; 

A healthcare provider can discuss patient care or 
payment with a family member or other person (??).

A healthcare provider may share this information with 
the person when, in exercising professional judgment, it 
determines that doing so would be in the best interest of 
the patient.

24



Which Means:
HIPAA permits a 

healthcare provider to 
discuss a patient’s health 

status, treatment, or 
payment arrangements 

with the patient’s family, 
care giver, legal guardian, 

and personal 
representative

25



Personal Representatives
• A personal representative can be named several ways; state law may 

affect this process. If a person can make health care decisions for an 
individual using a health care power of attorney, that person is a 
personal representative. 

• Generally, an HIPAA-covered health care provider or health plan must 
allow a personal representative to inspect and receive a copy of 
protected health information you maintain.

• The personal representative of a minor child is usually the child’s 
parent or legal guardian. State laws may affect guardianship.

• In cases where a custody decree exists, the personal representative is 
the parent(s) who can make health care decisions for the child under 
the custody decree. 
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Treatment, Payment & Healthcare 
Operation 

TREATMENT

Generally means the provision, coordination, or 
management of health care and related services 
among health care providers or by a health care 

provider with a third party, consultation 
between health care providers regarding a 

patient, or the referral of a patient from one 
health care provider to another.
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Treatment, Payment, & Healthcare 
Operation 

PAYMENT

Encompasses the various activities of health care 
providers to obtain payment or be reimbursed for 

their services and of a health plan to obtain 
premiums, to fulfill their coverage responsibilities 

and provide benefits under the plan, and to obtain 
or provide reimbursement for the provision of 

health care.
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Treatment, Payment, & Healthcare 
Operation 

PAYMENT EXAMPLES

• Determining eligibility or coverage under a plan and adjudicating 
claims;

• Risk adjustments;

• Billing and collection activities;

• Reviewing health care services for medical necessity, coverage, 
justification of charges, and the like;

• Utilization review activities; and

• Disclosures to consumer reporting agencies (limited to specified 
identifying information about the individual, his or her payment 
history, and identifying information about the covered entity).
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Treatment, Payment, & Healthcare 
Operation 

HEALTHCARE OPERATION

Certain administrative, financial, legal, and 
quality improvement activities of a covered 
entity that are necessary to run its business 

and to support the core functions of 
treatment and payment.
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Treatment, Payment, & Healthcare 
Operation 

Healthcare Operation Activities Include:

• Conducting quality assessment and improvement activities, 

population-based activities relating to improving health or reducing 

health care costs, and case management and care coordination;

• Reviewing the competence or qualifications of health care 

professionals, evaluating provider and health plan performance, 

training health care and non-health care professionals, accreditation, 

certification, licensing, or credentialing activities;

• Underwriting and other activities relating to the creation, renewal, or 

replacement of a contract of health insurance or health benefits, and 

ceding, securing, or placing a contract for reinsurance of risk relating 
to health care claims.
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Treatment, Payment, & Healthcare 
Operation 

Healthcare Operation Activities Include:
• Conducting or arranging for medical review, legal, and auditing 

services, including fraud and abuse detection and compliance 
programs;

• Business planning and development, such as conducting cost-
management and planning analyses related to managing and 
operating the entity; and

• Business management and general administrative activities, 
including those related to implementing and complying with the 
Privacy Rule and other Administrative Simplification Rules, 
customer service, resolution of internal grievances, sale or 
transfer of assets, creating de-identified health information or a 
limited data set, and fundraising for the benefit of the covered 
entity.
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Authorized Uses and Disclosures of PHI

A healthcare provider must obtain the individual’s 
written authorization for any use or disclosure of 
protected health information that is not for 
treatment, payment or health care operations or 
otherwise permitted or required by the Privacy Rule.

A healthcare provider may not condition treatment, 
payment, enrollment, or benefits eligibility on an 
individual granting an authorization, except in 
limited circumstances.
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Disclosure Authorization 
Form 
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Disclosure Authorization Form 

• It is possible for an attorney to draft their own 
compliance authorization, but the easiest method 
of accessing your client’s medical information, 
depending on the number of treating providers 
involved, may be to have your client sign the HIPAA 
authorization that each provider has already 
prepared. 

• In the alternative, your client is able to receive the 
information directly without signing an 
authorization.
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Difference between “Consent” and 
“Authorization”

• The Privacy Rule permits, but does not require, a 
covered entity voluntarily to obtain patient consent 
for uses and disclosures of protected health 
information for treatment, payment, and health 
care operations.

• By contrast, an “authorization” is required by the 
Privacy Rule for uses and disclosures of protected 
health information not otherwise allowed by the 
Rule.
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Difference between “Consent” and 
“Authorization”

• An authorization is a detailed document that gives covered 
entities permission to use protected health information for 
specified purposes, which are generally other than 
treatment, payment, or health care operations, or to 
disclose protected health information to a third party 
specified by the individual.

• An authorization must specify a number of elements, 
including a description of the protected health information 
to be used and disclosed, the person authorized to make 
the use or disclosure, the person to whom the covered 
entity may make the disclosure, an expiration date, and, in 
some cases, the purpose for which the information may be 
used or disclosed.
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Deceased Persons

• The HIPAA Privacy Rule protects the individually identifiable 
health information about a decedent for 50 years following the 
date of death of the individual.

• Covered entities may disclose protected health information to 
funeral directors as needed, and to coroners or medical 
examiners to identify a deceased person, determine the cause of 
death, and perform other functions authorized by law.

• When an individual dies, the personal representative for the 
deceased is the executor or administrator of the deceased 
individual’s estate, or the person who is legally authorized by a 
court or by state law to act on the behalf of the deceased 
individual or his or her estate.
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Provider’s Psychotherapy Notes

• Psychotherapy notes means notes recorded (in any medium) by a 
health care provider who is a mental health professional 
documenting or analyzing the contents of conversation during a 
private counseling session or a group, joint, or family counseling 
session and that are separated from the rest of the individual’s 
medical record.

• Psychotherapy notes excludes medication prescription and 
monitoring.

• When a covered entity obtains or receives a valid authorization 
for its use or disclosure of protected health information, such use 
or disclosure must be consistent with such authorization
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Provider’s Psychotherapy Notes

A covered entity must obtain an authorization for any use or 
disclosure of psychotherapy notes, except:

• To carry out the following treatment, payment, or health care 
operations

• Use by originator of the psychotherapy notes for treatment

• Use or disclosure by the covered entity in training programs in 
which students, trainees, or practitioners in mental health learn 
under supervision to practice or improve their skills in group, 
joint, family, or individual counseling

• Use or disclosure by the covered entity to defend a legal action 
or other proceeding brought by the individual
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What is the HIPAA Security Rule?

Sets the security standards for the 
protection of electronic protected 
health information. 
Requires the implementation of 

administrative, technical and 
physical safeguards to ensure the 
secure passage, maintenance and 
reception of PHI.
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Who Must Follow HIPAA Security Rule 
Requirement?

Federal regulations identify two categories of individuals, 
organizations, agencies, and businesses that must comply with HIPAA 
requirements.  Those are:

Covered Entities*
Business Associates**

* Must also follow all HIPAA Privacy Rule Requirements

** Must follow most HIPAA Privacy Rule Requirements  
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A Covered Entity
• Any provider of medical, dental or other 

healthcare services or supplies that 
transmits any health information in 
electronic form.

• This includes Health Plans and Healthcare 
Clearinghouses that perform electronic 
health care billing functions.
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• Hospitals

• Health Care Providers

• Dentists

• Health Plans / HMOs

• Outpatient Facilities

• Pharmacies

• Private Practices

• Mental Health Centers

• Skilled Care Facilities 

Examples of  Covered Entities

44

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=wVyQSzXZC8duCM&tbnid=8jDbChOOsKaLEM:&ved=0CAUQjRw&url=http://www.mosta2bal.com/vb/showthread.php?t%3D1996&ei=PctqU9ydD4qoyATT-4GYDQ&psig=AFQjCNGJ4tZGd7XjvHBLWkWYZ4c6Mekedg&ust=1399594107914662
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=wVyQSzXZC8duCM&tbnid=8jDbChOOsKaLEM:&ved=0CAUQjRw&url=http://www.mosta2bal.com/vb/showthread.php?t%3D1996&ei=PctqU9ydD4qoyATT-4GYDQ&psig=AFQjCNGJ4tZGd7XjvHBLWkWYZ4c6Mekedg&ust=1399594107914662


Business Associate : 
With certain exceptions, a person or entity that: 
• Creates, receives, maintains, or transmits PHI 

for a function or activity regulated by the 
Privacy Rule for a Covered Entity;

• Provides IT services, cloud storage, legal, 
actuarial, accounting, consulting, data 
collection and analysis, management, 
administrative, accreditation, or financial 
services to or for a Covered Entity and will have 
access to PHI.
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Examples of Business Associates 
• Medical transcription/translation companies
• Answering services
• EMR/EHR vendors 
• Document storage or disposal (shredding) companies
• Patient safety or accreditation organizations
• Companies involved in claims processing, repricing or collections (e.g., 

medical billing companies)
• Health information exchanges (HIEs), e-prescribing gateways and other 

HIOs
• Third party administrators and pharmacy benefit managers
• Data conversion, de-identification and data analysis service providers
• Utilization review and management companies
• Web site hosting companies IF maintaining patient forms with PHI

• Elder Care Attorneys?
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Medical Records

Attorneys possessing medical records does not 
make them a Business Associate 
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When Are Attorneys Considered 
Business Associates?

The Basics:

• Just possessing medical records does not 
make an attorney a HIPAA Business Associate. 

• For example, in a malpractice lawsuit, the 
patient suing their doctor gives their medical 
records to their attorney.

• This does not make the plaintiff’s attorney a 
Business Associate, because the patient can 
give their records to anyone.
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When Are Attorneys Considered 
Business Associates?

The Basics:

• A doctor being sued gives the patient’s 
medical records to his attorney.

• This makes the attorney for the defendant a 
HIPAA Business Associate because the doctor 
is a Covered Entity and is sharing patient data 
with someone outside his workforce.
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When Are Attorneys Considered 
Business Associates?

The Dallas Bar Association says, “Specifically, 
lawyers representing Covered Entities, if they 

receive PHI from the Covered Entity (or produce 
PHI on the Covered Entity’s behalf), are Business 
Associates. Therefore, if you represent a health 
plan, provider or clearinghouse and receive PHI 
from the client, you must enter into a BAA with 
the client. If you have not, your client is likely in 

violation of HIPAA.” 
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When Are Attorneys Considered 
Business Associates?

The Minnesota State Bar Association agrees, 
“Law firms with access to protected health 

information likely will find themselves 
classified as “business associates” under new 

HIPAA rules and therefore subject to new 
privacy, security, and breach-notification 

requirements governing their handling  of 
such information.”
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When Are Attorneys Considered 
Business Associates?

52

Will Depend on Each Situation 
and the Relationship



Business Associate Agreement (BAA)

• A business associate agreement (BAA) is a contract 
between a HIPAA covered entity and a HIPAA 
business associate (BA). 

• A BAA can also be a contract between a Business 
Associate and their subcontractor vendors (which 
become BA’s).

• Attorney/Legal Nurse Consultants/Expert Witness 

• The contract protects personal health information 
(PHI) in accordance with HIPAA guidelines.

• 10 Requirements of a BAA
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Business Associate Agreements

How to determine who’s 

version of a BAA to sign
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Consequences of Being a Business Associate

55

• Must enter into a Business Associate Agreement 
(BAA) with a Covered Entity.

• Must comply with the same regulatory requirements as a 
Covered Entity, including certain privacy obligations, security 
standards, and breach notification requirements. 

• Must enter into a BAA with subcontractors that access PHI.

• Subject to audits, investigations, and civil monetary penalties for 
violations by the U.S. Department of HHS (Omnibus Rule).



Business Associate Agreements

Indemnification Clauses 
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Vendor/BA Security Questionnaires 

Trending in the healthcare sector

Covered Entities should use, BA should be 

prepared to answer these questionnaires

Example of Questions:

• Does your organization identify all information systems that 

create, receives, maintain, transmit and ePHI?

• Does your organization identify all hardware and software that 

maintains or transmits ePHI, including Excel spreadsheets, Word 

(or similar) documents, and other data storage and included it in 

your inventory? 
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3 Major Components of
a HIPAA Compliance Program

HIPAA Risk Management            
Plan

HIPAA Risk Assessment

HIPAA Security Awareness 
Training 
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Size and Cost
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Business Associates Must Designate a HIPAA 
Privacy & Security Official
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The “Go-To” Person(s) in an organization when it 
comes to the HIPAA compliance program



The Following Areas Must be
Covered in the Plan with Policy and Procedure:
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Administrative Safeguards 
Technical Safeguards 
Physical Safeguards 
General Policies And   

Procedures



What are Administrative Safeguards? 

• Policies and procedures that direct the 
conduct of the workforce.

• Actions put in place to protect PHI.

• ADMINISTRATIVE SAFEGUARDS includes:

 Contingency Plans

 Use of Business Associate Agreements

 Workforce Security Measures

 Information Management Access
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What are Physical Safeguards? 

• Policy and procedures that focus on physical 
access to PHI.

• Protection from unauthorized access to sensitive 
data and records.

• PHYSICAL SAFEGUARDS include:
 Facility Access Controls
 Workstation Use
 Workstation Security
 Device and Media Controls
 Keeping file cabinets, doors, and desks locked in 

areas where PHI is maintained or is accessible.
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What are Technical Safeguards? 

• Policy and procedures that focus on the 
technology that protects PHI.

• Procedures to control and audit access.

• TECHNICAL SAFEGUARDS includes:

 Unique User Identification

 Integrity of ePHI 

 Transmission Security

 Encryption 

65



•Data at Rest
•Data in Use

•Data in Transmission
66
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Phishing Attempts 

• Phishing scams are attempts by scammers to trick 
you into giving out personal information such as 
your bank account numbers, passwords and 
credit card numbers.

• Phishing email will typically direct the user to visit 
a website where they are asked to update 
personal information, such as a password, credit 
card, social security, or bank account numbers, 
that the legitimate organization already has.
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“Apparently you contracted a virus from 
your computer, so we had to erase your 
memory.   I trust you have a backup 
copy?”



HIPAA Risk Assessment

Risk Assessment
 Compliance Requirement
 Determines Vulnerabilities 

and Threats
 Gap Analysis
 Remediation – Actionable 

Items 
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HIPAA Security Awareness Training

 Annual Requirement for anyone who will access ePHI/PHI

 Must be Documented 

Must Cover: 4 Implementation Specifications:

Periodic Security Reminders

Malicious Software - Detect, Guard, Report

Log-In Monitoring - Attempts & Discrepancies  

Password Management & Safeguards

Should Cover: HIPAA Privacy & Security Rules
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Who Enforces HIPAA Compliance?

• The U.S. Department of Health and 
Human Services, Office for Civil Rights 
(OCR) enforces HIPAA compliance 
throughout the country.

• HIPAA can be enforced by the Attorney 
General of each state.
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FTC’s Health Breach 
Notification Rule

• Vendor of personal health records (PHRs);
• PHR-related entity; or
• Third-party service provider for a vendor of 

PHRs or a PHR-related entity
• For Non Covered Entity breaches 

Part of the FTC Mission, protecting consumer 
privacy (HITECH provisions)

74



What are the Penalties for HIPAA 
Violations?

• Penalties for noncompliance are based 
on a level of negligence.

• Civil monetary penalties range from 
$100 to $50,000 per violation of each 
patient record.

• A maximum penalty of $1.5 million per 
year for identical provisions.

• Criminal penalties can range up to 10 
years in jail.
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HIPAA Data Breach

A HIPAA data breach is a release of unsecured PHI 
to an unauthorized entity or in an insecure 
environment, whether intentional or 
unintentional.

This includes attempted or unauthorized access to 
use of information, or misuse of information, 
disclosure, modification, destruction of 
information, and interference with operations in 
an information technology system.
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State Laws – Breach Notifications 
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Breach Notification Requirements 
for Business Associates 

 Check BAA section for notification 
requirements

 Timeline to report to Covered

Entity may be shorter
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What has Caused HIPAA Breaches to 
Occur?

• Data is not encrypted

• Computer or other mobile devices are lost or 
stolen

• PHI left in a public area, or accessible on a 
public computer or website

• Compromised Credentials 

• Correspondence containing PHI transmitted 
to the wrong address (email – fax)

• Documents and hard drives containing PHI 
are not properly destroyed 
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80% of HIPAA Breaches Are Caused by 
This….

Human Error
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Theft 
44%

Unauth.Access/
Disclosure 

25%

Hacking/IT 
13%

Loss 
8%

Other 
6%

Improper 
Disposal 

3%
Unknown 

1%

How Did the Breach Occur?

Source: HHS – Office for Civil Rights



Medical identity thefts account for 
43% of all reported identity theft 

cases in the U.S.*

* Source: FBI
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HIPAA Violations
Enforcement Case Examples
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$650,000 Settlement

• Theft of a CHCS mobile device (IPhone) compromised the 

protected health information (PHI) of 412 patient records 

• Corrective action plan

• CHCS provided information management services to 6 skilled care 

facilities

• CHCS had no policies addressing the removal of mobile devices 

containing PHI from its facility

• No security incident policy

• No risk analysis or risk management plan.

• 1st time OCR settled with a Business Associate 
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Recent Case

$90,000 Fine imposed by the Connecticut Attorney General

Theft of unencrypted laptop from employee of a company 
EMC acquired

Company performing data analysis for Hartford Hospital

 Laptop had patient information

No Business Associate Agreement in place

85



Center For Children's 
Digestive Health (CCDH)

86

$31,000 Settlement

• Investigation of Business Associate, File Fax

• File Fax stored records containing protected health 
information (PHI) for CCDH. 

• Neither party could produce a signed Business 
Associate Agreement (BAA) 
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$5.5 Million Settlement

• Breach affected 115,143 individuals

• MHS is a nonprofit corporation which operates six hospitals, an urgent care 
center, a nursing home, and a variety of ancillary health care facilities 
throughout the South Florida area. MHS is also affiliated with physician offices 
through an Organized Health Care Arrangement (OHCA).

• Impermissible access by its employees and impermissibly disclosed to 
affiliated physician office staff.

• MHS failed to implement procedures with respect to reviewing, modifying 
and/or terminating users’ right of access.

• MHS failed to regularly review records of information system activity on 
applications that maintain electronic protected health information by 
workforce users and users at affiliated physician practices.



$2.2 million settlement

• Breach affected 2209 individuals

• USB data storage device containing ePHI was stolen 
from its IT department

Investigation revealed:
• Failure to conduct its risk analysis and implement risk management plans

• Failure to deploy encryption or an equivalent alternative measure on its 
laptops and removable storage

• Failed to implement or delayed implementing other corrective measures it 
informed OCR it would undertake
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$5.55 million settlement

• Largest to-date settlement against a single entity in 
2016

• Breaches affected the ePHI of approximately 4 million 
individuals

Investigation revealed Advocate failed to:

• Conduct an accurate and thorough risk assessment 
• Implement policies and procedures and facility access controls to limit physical 

access to the electronic information systems 
• Obtain satisfactory assurances in the form of a written business associate contract 

that its business associate would appropriately safeguard all ePHI in its possession
• Reasonably safeguard an unencrypted laptop when left in an unlocked vehicle 

overnight
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$2.2 million settlement

• Unauthorized filming (NY Med series)

• NYP allowed individuals receiving 

urgent medical care to be filmed 

without their authorization by ABC

• OCR also found that NYP failed to 

safeguard protected health information 

90

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiEwd248qzMAhWPQD4KHdCkAwYQjRwIBw&url=http://www.nyp.org/&bvm=bv.120551593,d.cWw&psig=AFQjCNF3eZrUmlCBs7Pts0Hb_D7Q5Cl0EQ&ust=1461780384744025
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiEwd248qzMAhWPQD4KHdCkAwYQjRwIBw&url=http://www.nyp.org/&bvm=bv.120551593,d.cWw&psig=AFQjCNF3eZrUmlCBs7Pts0Hb_D7Q5Cl0EQ&ust=1461780384744025


$1,215,780 Settlement

OCR Investigation revealed:

• Impermissibly disclosed the ePHI of 344,579 individuals when it 
returned multiple photocopiers to a leasing company without 
erasing the data contained on the photocopier hard drives;

• Failed to identify and assess ePHI stored on the photocopier 
hard drives when analyzing risks and vulnerabilities; and

• Failed to implement policies for the disposal of ePHI on 
photocopier hard drives.
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$215,000 Settlement

Investigation opened after receiving a breach report that
money receipts with electronic protected health information (ePHI) were 
accessed by unknown parties after the ePHI had been inadvertently moved 
to a publicly accessible server maintained by the County.  

Investigation revealed a broader exposure of protected health information 
involved in the incident, which included the ePHI of 1,581 individuals. Many 
of the accessible files involved sensitive information, including protected 
health information concerning the testing and treatment of infectious 
diseases.  

Investigation uncovered general and widespread non-compliance with the 
HIPAA Privacy, Security, and Breach Notification Rules.
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$1,700,000 Settlement 

• USB containing ePHI was stolen out of a vehicle 
belonging to an employee of the Alaska DHSS

• Investigation revealed the agency:
• Did not have the proper policies and procedures in 

place to protect and safeguard ePHI
• Did not complete a risk assessment
• Did not provide the workforce HIPAA Security 

Awareness Training
• Did not have the proper device and media controls



Best Practices for Safeguarding Health Information

• Do not discuss or share PHI with co-workers, contractors, 
volunteers, or other persons in the workplace unless they are 
authorized to access PHI. (Minimum Necessary Requirement)

• Only discuss PHI with colleagues when and where you will not be 
overheard by others. Avoid conducting conversations which 
include PHI in high-traffic areas such as reception areas, 
elevators, office lobbies, or waiting rooms.

• Never use cell phones to store or transmit PHI unless using 
secure messaging software.

• Only use media devices to store PHI that can be encrypted.

• Encrypt data at rest (stored)

• Secure any paper documents containing PHI
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Best Security Practices
HIPAA - Education, Awareness and Training

 Policies and Procedures (HIPAA Risk Management 
Plan)

 Compliance Program Management
 Risk Assessments
 Data and Network Protection 
 Data Retention, Backup and Disposal 
 Facility Security Plan
 Business Associate Agreements
 Access Authorization Procedures
 Information Sharing and Transmission
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Summary 

• It starts with you and your commitment to protect 
confidential and protected health information. 

• Must Know Your Client Relationship and HIPAA 
requirements.

• FAILURE TO COMPLY WITH HIPAA REGULATIONS 
CAN CAUSE: 
– Loss of overall trust, workforce trust and public trust.

– Embarrassment and poor publicity for organization.

– Potential for fines and criminal prosecution by State and Federal 
government.
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Questions & Discussion 
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Contact Information Jay Hodes

202-669-1140

jhodes@colingtonsecurity.com

http://colingtonsecurity.com 
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